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ECC and RSA Recommend Key Sizes

Elliptic Curve RSA/DSA/DH Expected

Cryptographic  Symmetric Hash Asymmetric Asymmetric Lifetime
Strength Algorithm Algorithm Algorithms Algorithms Expiry
56 bits DES Expired
80 bits 3DES (2 key) SHA-1 163 bits 1024 bits 2010
112 bits 3DES (3 key) SHA-224 233 bits 2048 bits 2030
128 bits AES-128 SHA-256 256 bits 3072 bits 2031+
192 bits AES-192 SHA-384 384 bits 7680 bits 2031+
256 bits AES-256 SHA-512 512 bits 15360 bits 2031+
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Why ECC?

e ECC - next generation public key cryptography

e Digital signatures provide non-repudiation
— Non-repudiation prevents an entity from
denying previous commitments or actions
— Allows off-network authentication

e International standards based

— |EEE 1363a-2004, FIPS and or NESSIE
e ECDSA digital signature for authentication

= ECPVS digital signature for authentication with encryption to protect
privacy

e Performance

— ECC 163 bit curve has equivalent security level to 1024 bit RSA
e ECC digital signature is ~%4 the size of RSA
— The difference increases with key strength oy
- ECC signing speed is many times faster tCom
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Adding Signhatures to 2D Bar Codes

Bar Code Digital Total Data
Data Signature Written

(characters) | (characters) (characters)
RSA — 1024 bits 183 172 355
ECDSA — 163 bits 183 56 239
ECPVS — 163 bits 183 56 239
RSA — 2048 bits 183 344 527
ECDSA — 233 bits 183 80 263
ECPVS — 233 bits 183 76 259

e PEM encode signatures

e ECPVS offers smallest signature size as well as ability
to hide portions of the message

o
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163 ECC Versus 1024 RSA Using 183

Characters — PDF417

Last Name: | GRIFFITHS. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET
Fight Information, Fight Information,
Ticknt Number: | 0142152050617 Fignt Famber: | 2400 Frome [TORGATONTL  Toe [MONTREAL Ticknt st [ Q142152650517 Fignt Famber: | 2400 From: jrmu To: |MONTREAL Ticknt Number: | 0142152050617 Fignt Famber: | 2400 From: jmawto-u To: |MONTREAL
ey [2F Bowdeg Teen: [ (5 aw [1 ey [2F Bawdog Teow: 5 5 ot 138 ey [2F Bawdog Teow: 5 5 ot 138
Bardcods Dota: Sgnatuee: Sonctae Trpe: [Nosgranee ¥] Bardkunde Data: e il Sonchae Trpe: [ECsA 13 w] Bardkunde Data: i il Sonchae Trpe: [Evs tiae w]
L Barcad Format: [Foea1T = T WENE JEL A [ AUPWRESEAQCTRIMEAS® | parcoda Forma: [FEFaTT = T WENE U R tarcode foemat: [Foear7 =
ATYR ZTF DOLRA IPCIOLATISIESDE. = ATYR ZTF DOLRA IPCIOLATISIESDE. = ATYR Z2TF OOLRA IPCIOLATISIESDE =
17 ACOSTISENSZTR - M 2 I Ineroasn data o 500 Bytes: 17 ARSI B4 2 I Ineroasn data o 500 Bytes: 17 ,,_.-ir-.., (o 2 I Increase daka to 500 Eytes
Barcode sza: [ 103 characters Barcode sza: [0 characters Barcode sza: [0 characters
Hackdon Dt ’7 i ] Hididon Diata: ’7 i T Hickden Duaba: || (0755527 [ Update barcode |
Boardng Pass Bowdeg Pass Bowdeg Past
GRIFFITHS MICHAEL GRIFFITHS MICHAEL GRIFFETHS MICHAEL
EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtety CLAJS S CLASSE ECOMOMTIE Froguarnt e fopsgme it
ETETD142152650617 3% A ETETD142152650617 3% A ETETD14P152650617 3% A
Flight/vw) romie Curtination Flight/vw) romie Curtination Flight/vw) romie Curtination
AC 0480 13DEC TORONTO-T1 MONTREAL AC 0480 1iDEC TORONTO-T1 MONTREAL AC 0480 1iDEC TORONTO-T1 MONTREAL
B ding Tum Mears 3" ssbiarquamnt 05:45 aramern 135 sz 2TF B ding Tum Mears 3" ssbiarquamnt 05:45 aramern 135 survins 2 7F Baarding Tife s 4 asbarquemt 05:45 aramern 135 sz 2TF
Ceparmurs fimmers s dagarr Ll Ceparmurs fimmers s dagarr Ll Ll

L A

Boarding Pass | Carete d'oceds & bord

L

L

Boarding Pass | Carete d'oceds & bord

T e
L A

Boarding Pass | Carete d'oceds & bord

il certicom’ e | il certicom’ = il certicom
Pw::wm: GRIFFITHS First Nav: Em«n rmrw;me
H\“::‘me: DIAZISE001T MW:W Froms [m ;o:[W i
e oty i | ouc [ Frequent flyer number is
ST TR (O e ] now encrypted using ECPVS
:;\'s " Illll.Al Mlulﬂel‘:?m m;wmf - el I Kxrsase deta to 500 Bytes
LW SasaDr it e ML GCSDeDiME Bargode Sae: | 355 char

GRIFFITHS MICHAEL
Eiimoens CLASS J CLASSE EEiMOMIIRE
ETETOL4215 2650617

Froquast Flyer opagms atside

Opartirs Thm/bomers du duart
HFTinG a i Esg Tntama o T

Hoarding Pass | Carele d'a

inar A
Fiigmml fromtn SHITMRTIES
AC 04RO 11DEC TORONTO-T1 MONTREAL
B dimg Thomfimrs o vebir ammet 05:45% snnten 139 saatMae 2FF
o

% & hord

b 2 -
eecerteon
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233 ECC Versus 2048 RSA Using 183

Characters — PDF417

Lask Name: | GRIFFITHE. Frrst Name: | MECHAEL Frequent Fiper; | 0907553527 Lask Name: | GRIFFITHE. Frrst Name: | MECHAEL Frequent Fiper; | 0907553527 Lask Name: | GRIFFITHE. Frrst Name: | MECHAEL Frequent Fiper; | 0907553527
Fikght Infarmation Fikght Infarmation
Tieknt Number: | Q142152050617 mmm:’m Fenem: pmu To: |m~m.m Tkt Mussber: |e|<zl$a<¢0ﬂ? mmm:’m Fenem: jtmu Toe | MONTREAL Tichnt Nusbew: | Q142152050617 mum:’m Fenem: jtmu Toe | MONTREAL
Soatz [2F Bowdeg Teen: [ (5 aw [1 Soatz [2F Bawdog Teow: 5 5 ot 138 Soatz [2F Bawdog Teow: 5 5 ot 138
Barcicodd Dota Spaburg: Sanetre Trpe: | Na Sgrature > Borrkanie Duitia: Sopalurg: Sonchue Type: [ECDSAZ3EE v Barcicodd Dota Spaburg: Sonotae Trpe: [ECPVS733me v
SGRIFFITIGMICHAEL FOIBMACT A KR AC] A | Pegmeerre e S AOp R A e Told]
7 (] Barceds Formt: [POF417 =} AT VYEVTZ 4W YUNC ONO T CaRCRYTNA MY POV Barceds Formt: [POF417 =} AT VYEVTZ 4W YUNC ONO T PEMMH R Ry Dosde Foma: [poeuy =
4TYE TTF OGIRA IPCIDIATISIEE06 L 47Y5 27F OGIRA 2PC - 4TYE ZTF OO1RA . e _
17 ACSTSERE £4 2 ™ Incrnaso data bo 500 Bytes 17 ACSTSERE £4 2 ™ Incrnaso data bo 500 Bytes 17 Areesssssin e 2 ™ Incrnaso data bo 500 Bytes
Barcode scn: |10 chavacters Barcode Scn: (260 chavacters Barcode Scn: (250 characters
adongotas [ T ] Hakdon Data [ Updits bareode | Hadon Dta [ 030755507 [ Update barcode |
Boardng Pass Bowdeg Pass Bowdeg Pass
GRIFFITHS MICHAEL GRIFFITHS MICHAEL GRIFFITHS MICHAEL
EOmiely' CLASS f CLaSSE ECOMiRTIAE Froguarnt e fopsgme it EOmiely' CLASS f CLaSSE ECOMiRTIAE Froguarnt e fopsgme it EOmiely' CLASS f CLaSSE ECOMiRTIAE Froguarnt e fopsgme it
ETETD14215 2650617 152 A ETETD14215 2650617 152 A ETETD14215 2650617 152 A
Flight/vw) romie Curtinat don Flight/vw) romie Curtinat don Flight/vw) romie Curtinat don
AC 0ABO  1iDEC  TORONTO-TI MONTREAL AC 0ABO  1iDEC  TORONTO-TI MONTREAL AC 0ABO  1iDEC  TORONTO-TI MONTREAL
B ding Tum Mears 3" ssbiarquamnt 05:45 aramern 135 sz 2TF B ding Tum Mears 3" ssbiarquamnt 05:45 aramern 135 survins 2 7F Baarding Tim s & abarquemt 05:45 aramern 135 sz 2TF
s T s 8 dapart me s T s 8 dapart me me
b Timm winfh utage irtere. i

Boarding Pass | Carete d'oceds & bord

L A

Boarding Pass | Carete d'oceds & bord

DeparTre Tim e S dapart
L A

Boarding Pass | Carete d'oceds & bord

L - - L - - L - -
e e e
ceecerticom ceecerticom o ceecerticom
Passerger
Last pama: | GRIFFITHS Festtame: [MICHAEL Fricuert Flyer; 0937553527
Flight Irdormation
Ticket Numbser: | Q142152650617 I‘H&W:ilﬂlﬂ From; | TORONTO-TI To: | MONTRLAL
sau; [T Sowdng Tre: 55 15 Gue: 158
Bardods Daes: Soneturs: Sonsture Tyomi [Rsamanbe =]
FETHEMICHAEL VOVERACL  ~ | lpehbraf -
g;mwuuxm: R 1| POFIT =l
4 01
17 ACRTSSEN M S0P vréméchwhesComlima IEROT0 ™ Increase detato 500 Bytes
Mn’lmlﬂnl}"m B Sae: [527 chan
Hkdew D GREZVOUPWKCIENBAOODOVI Sgak.
Baardeg Pass

GRIFFITHS MICHAEL
Eiimoens CLASS J CLASSE EEiMOMIIRE
ETETOL4215 2650617

HFTinG a i Esg Tntama o T

Hoarding Pass | Carele d'a

% & hord

Froquast Flyer opagms atside

inar A
Fiigmml fromtn STV
AC 04RO 11DEC TORONTO-T1 MONTREAL
Boarding Thm /s d'vebis o, 05:45%
warturs Tom ey de dwart Pzl
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163 ECC Versus 1024 RSA Using 500

Characters — PDF147

Lask Name: | GRIFFITHE. Frrst Name: | MECHAEL Frequent Fiper; | 0907553527 Lask Name: | GRIFFITHE. Frrst Name: | MECHAEL Frequent Fiper; | 0907553527 Lask Name: | GRIFFITHE. Frrst Name: | MECHAEL Frequent Fiper; | 0907553527
Flight Information Flight Information
Tieknt Number: | Q142152050617 mmm:’m Fenem: pmu To: |m~m.m Tkt Mussber: |e|<zl$a<¢0ﬂ? mmm:’m Fenem: jtmu Toe | MONTREAL Tichnt Nusbew: | Q142152050617 mum:’m Fenem: jtmu Toe | MONTREAL
Soatz [2F Bowdeg Teen: [ (5 aw [1 Soatz [2F Bawdog Teow: 5 5 ot 138 Soatz [2F Bawdog Teow: 5 5 ot 138
Barcicodd Dota Spaburg: Sanetre Trpe: | Na Sgrature > Barcicodd Dota Spaburg: Sonchure Trpe: [ECDSA 1302 w Barcicodd Dota Spaurg: Sonchure Trpe: [ECPVS 1630 w
= = B NINobo T ar WG Ay
L Barcad Format: [Foea1T = T WENE e T IHE Barcad Format: [Foea1T = T WENE D803 el Wiyl i tarcode foemat: [Foear7 =
ATV ZTF OO1RA IPCI0IA71S76506 ATV ZTF OO1RA IPCI0IA71S76506 ATV ZTF O01RA IPCI0IA71S76506
17 ACSTSERE £4 4 7' Incrnao data bo 500 Bytes 17 ACSTSERE £4 4 7' Incrnao data bo 500 Bytes 17 Areesssssin e 4 7' Incrnao data bo 500 Bytes
Barcode sza: [500 chavacters Barcode sza: [556 characters Barcode sza: [556 characters
adongotas [ T ] Hakdon Data [ Updits bareode | Hadon Dta [ 030755507 [ Update barcode |
Boardng Pass Bowdeg Pass Bowdeg Pass
GRIFFITHS MICHAEL GRIFFITHS MICHAEL GRIFFITHS MICHAEL
EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it
ETETD142152650617 3% A ETETD142152650617 3% A ETETD142152650617 3% A
Flight/vw) romie Curtination Flight/vw) romie Curtination Flight/vw) romie Curtination
AC 0480 1iDEC TORONTO-T1 MONTREAL AC 0480 1iDEC TORONTO-T1 MONTREAL AC 0480 1iDEC TORONTO-T1 MONTREAL
B ding Tum Mears 3" ssbiarquamnt 05:45 aramern 135 i 2FF Baarding Tim s & abarquemt 05:45 aramen 135 sz 2TF B ding Tum Mears 3" ssbiarquamnt 05:45
- - P £)
Ceparmurs fimmers s dagarr o Ceparmurs fimmers s dagarr o Ceparmurs fimmers s dagarr o
T e utage et e T e utage et e T e utage et e
Boarding Pass | Carete d'oceds & bord Boarding Pass | Carete d'oceds & bord Boarding Pass | Carete d'oceds & bord
[ . & [ . & [ . 3
«ccecerticom «ccecerticom o «ccecerticom
b securing inngvation e securing inngvation e securing inngvation
Parssenger
Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET
Flight Information
Tieknt Number: | Q142152050617 Faght Number: ’m Fenem: jtmu Toe | MONTREAL
Se: |2 Bowdeg Teen: [ (5 aw [1
Bardcode Dotan St Soncbae Trpe: [Rsatozaee w]
SGHIFFITHS[MICHAEL KQRBOR AC 1 -

ENgPpird M VRO gt

17 ACOVATSSISZR  E%1

Darcode Format: | pOe4y T

Ecomu CLASE J ELASE ECOMMTIE
ETETO14 2152650617

7 A
h

S | 9P Wi VS LI H A Baresde san: [672 characters
o Dt | [ Update tareode |
Boadeg Pass
GRIFFITHS MICHAEL

Fraqemnt Flyw Nopagme steidi

DeparTre Tim e S dapart

L A

Boarding Pass | Carete d'oceds & bord

3% A
Fhight/ve) romie Curtination
AC 0480 13iDEC TORONTO-T1 MONTREAL
Bt Time tasrs 4 dsbiaruamiat 05:45
oem

«tie certicom
securing innavation
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233 ECC Versus 2048 RSA Using 500

Characters - PDF417

Lask Name: | GRIFFITHS

Frst Hame: | MECHALL

Frequent Fiver: [DAI7S5T52T

Lask Name: | GRIFFITHS

Frst Hame: | MECHALL

Frequenk Fiper: | RITS5SI5NET Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET
Flight Information Flight Information
Tieknt Number: | Q142152050617 Faght Number: ’m Fenem: pmu To: |m~m.m Tkt Mussber: |e|<zl$a<¢0ﬂ? Faght Number: ’m Fenem: jtmu Toe | MONTREAL Tichnt Nusbew: | Q142152050617 Faght Number: ’m Fenem: jtmu Toe | MONTREAL
Soatz [2F Bowdeg Teen: [ (5 aw [1 Soatz [2F Bawdog Teow: 5 5 ot 138 Soatz [2F Bawdog Teow: 5 5 ot 138
Barcicodd Dota Spaburg: Sanetre Trpe: | Na Sgrature > Barcicodd Dota Spalurg: Sonchue Type: [ECDSAZ3EE v Barcicodd Dota Spalurg: Sonchure Trpe: [ECPVS233me v
SGRIFFITHSMICHAEL KOKBIR AC 1 - FOKBIR AC 1 A | RGO E 14T Ldnie FOKBIR AC 1 ~ | heogtei, LN TATLG TSRS
7 (] Barceds Formt: [POF417 =} AT VYEVTZ 4W YUNC ONO T rdssheod VAP a3 AN Barceds Formt: [POF417 =} AT VYEVTZ 4W YUNC ONO T et BaecocPcems [ pOF4r7 =
4TV 27 OGLRA IPCI0I471S26506 ATV ITF OO1RA IPC AT 4TV 277 DOLRA
17 ACSTSERE £4 4 7' Incrnao data bo 500 Bytes 17 ACSTSERE £4 4 7' Incrnao data bo 500 Bytes 17 Areesssssin e 4 7' Incrnao data bo 500 Bytes
Barcode sza: [500 chavacters Barcode sza: [500 characters Barcode sza: [576 characters
adongotas [ T ] Hakdon Data [ Updits bareode | Hadon Dta [ 030755507 [ Update barcode |
Boardng Pass Bowdeg Pass Bowdeg Pass
GRIFFITHS MICHAEL GRIFFITHS MICHAEL GRIFFITHS MICHAEL
EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it
ETETD142152650617 3% A ETETD142152650617 3% A ETETD142152650617 3% A
Flight/vw) romie Curtination Flight/vw) romie Curtination Flight/vw) romie Curtination
AC 0480 1iDEC TORONTO-T1 MONTREAL AC 0480 1iDEC TORONTO-T1 MONTREAL AC 0480 1iDEC TORONTO-T1 MONTREAL
B ding Tum Mears 3" ssbiarquamnt 05:45 aramern 135 sz 2TF B ding Tum Mears 3" ssbiarquamnt 05:45 amampern 135 sz 2TF Biarding TimWesrd 4'atbarquanant 05:45 mmmerns 133 sz 2TF
W ML {
Ceparmurs fimmers s dagarr o Ceparmurs fimmers s dagarr o Ceparmurs fimmers s dagarr o
T e utage et e T e utage et e T e utage et e
Boarding Pass | Carete d'oceds & bord Boarding Pass | Carete d'oceds & bord Boarding Pass | Carete d'oceds & bord
«£Se certicom «£Se certicom «£Se certicom
b securing inngvation L‘ e securing inngvation L‘ e securing inngvation L‘
Parssenger
Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET
Flight Information
Tieknt Number: | Q142152050617 Faght Number: ’m Fenem: jtmu Toe | MONTREAL
Seat: [2TF Bowdeg Teen: [ (5 aw [1
Bardcod Dot St Soncbae Trpe: [Rsazoente w]
SGRIFFITHSMICHAEL KOKBIR AC 1 | IVt |1 0w TacwVICEALITC A N
7T 4 TULAE 400 3 B e SRR | o7 =
4TVE 27F O0IAA 2PC r SR 4 0 B
17 ACONITSEISZTR  EM o |mase ; W
le2Pvhipl GheSF7 78ohSWeo 1B sl Bavonds S ’7‘,'““““
Hadden Data: [ PGtDOf ST TEWOO TR [
Boadeg Pass
GRIFFITHS MICHAEL
EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it
ETETD142152650617 3% A
Flight/vw) romie Curtination
AC 0480 1iDEC TORONTO-T1 MONTREAL
Bt T Nars & sstibr quasint 05:45
Ceparmurs fimmers s dagarr o I C
e i e e om
e i &
Boarding Pass | Carete d'oceds & bord IComi

«tie certicom
securing innavation

|y -
cece certicom




163 ECC Versus 1024 RSA Using 183

Characters — Data Matrix

Passorger
Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | NIS5I5ET
Fight Information, Fight Information,
Tieknt Number: | Q142152050617 mmm:’m Fenem: pmu m|n\:«m Tkt Mussber: |e|<zl$a<¢0ﬂ? mmm:’m Fenem: jtmu Toe | MONTREAL Tichnt Nusbew: | Q142152050617 mum:’m Fenem: jtmu Toe | MONTREAL
Soatz [2F Bowdeg Teen: [ (5 aw [1 Soatz [2F Bawdog Teow: 5 5 ot 138 Soatz [2F Bawdog Teow: 5 5 ot 138
Bardcods Dota: Sgnatuee: Sonctae Trpe: [Nosgranee ¥] Bardcods Dota: Sgnatues: Sonchae Trpe: [ECsA 13 w] Bardcods Dota: Sgnature: Sonchae Trpe: [Evs tiae w]
L Oacnde Formst: Do s ] T WENE Bl by el T tacnde Formst: Do s ] T WENE B e Forma [t Matrix =
4TV 27 OGLRA IPCI0I471S26506 - 4TV 27 OGLRA IPCI0I471S26506 - 4TV Z7F OGLRA IPCI0I471S26506 L
17 ACSTSERE £4 2 ™ Incrnaso data bo 500 Bytes 17 ACSTSERE £4 2 ™ Incrnaso data bo 500 Bytes 17 Areesssssin e 2 ™ Incrnaso data bo 500 Bytes
Barcode sza: [ 103 characters Barcode sza: [0 characters Barcode sza: [0 characters
adongotas [ T ] Hakdon Data [ Updits bareode | Hadon Dta [ 030755507 [ Update barcode |
Boardng Pass Bowdeg Pass Bowdeg Pass
GRIFFITHS MICHAEL GRIFFITHS MICHAEL
EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it

ETETO14 2152650617

Ecomu CLASE J ELASE ECOMMTIE

L A

DeparTre Tim e S dapart

]
3527 A ETETO14 2152650617 3527 A
Fhight/vl fromty tatination Fhight/vl fromty tatination
AC (4ED 1inEC TORONTO-T1 MONTRE AL AC (4ED 1inEC TORONTO-T1 MONTREAL
B ding Tum Mears 3" ssbiarquamnt 05:45 aramern 135 sz 2TF Baarding Tim s & abarquemt 05:45 aramern 135 sz 2TF
s T s & depart - -

Boarding Pass | Carete d'oceds & bord

L

L

Boarding Pass | Carete d'oceds & bord

GRIFFITHS MICHAEL
Ehmie (LRSS S CLASSE EComieTIE
ETETD14215 26506157

Fraqemnt Flyw Nopagme steidi

DeparTre Tim e S dapart

3% A
Fhight/ve) r Drtination
AC 0480 13iDEC TORONTO-T1 MONTREAL
Biarding TimMears 4'asbarquanrt 05:45 mmverns 135 i 2FF
oem

L A

Boarding Pass | Carete d'oceds & bord

e - - e - - (% - -
veoe certicom veoe certicom veoe certicom
e aesurieng innvabion _I e sesaring mnevation e aesurieng innvabion
Passenger
Lask Name: | GRIFFITHS. Firsk Name: | PECHARL Froquent Fiver; | 37550527
Fight infarmation
Ticknt Mumber: | 0342152650617 mmm:’m Fenm: ’tmﬂ To: | MONTREAL
Seat: [27F Bowdeg Teen: [ (5 aw [1
Bardeode Dot Sgpature: Soncbae Trpe: [Rsatozaee w]
SGRIFFITHSMICHAEL KOKBIR AC 1 -

Wﬂﬂ?lm
e e

Warcede Pormat: [ Data Matris

Ecomu CLASE J ELASE ECOMMTIE
ETETO14 2152650617

mml%vnnmmﬁ umm;’m
Wadentata: [ [ Updats arcods |
Boadeg Pass
GRIFFITHS MICHAEL

Fraqemnt Flyw Nopagme steidi

DeparTre Tim e S dapart
L A

Boarding Pass | Carete d'oceds & bord

3% A
Fhight/ve) romie Curtination
AC 0480 13iDEC TORONTO-T1 MONTREAL
Bt T Nars & sstibr quasint 05:45 mrevers 135
oem

«tie certicom
securing innavation

o
LCom
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233 ECC Versus 2048 RSA Using 183

Characters — Data Matrix

Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET
Flight Information Flight Information
Tieknt Number: | Q142152050617 Faght Number: ’m Fenem: pmu To: |m~m.m Tkt Mussber: |e|<zl$a<¢0ﬂ? Faght Number: ’m Fenem: jtmu Toe | MONTREAL Tichnt Nusbew: | Q142152050617 Faght Number: ’m Fenem: jtmu Toe | MONTREAL
Soatz [2F Bowdeg Teen: [ (5 aw [1 Soatz [2F Bawdog Teow: 5 5 ot 138 Soatz [2F Bawdog Teow: 5 5 ot 138
Bardcods Dota: Sgnatuee: Sonctae Trpe: [Nosgranee ¥] Bardcods Dota: Sgnatuee: Sonchae Trpe: [EosAzmbe  ¥] Bardcods Dota: Sgnatues: Sonchae Trpe: [Ecvs i w]
SGRIFFITHE[MICHAEL KQHBIR AC 1 - FOFBR AC 1 A [omn 3K TS DR FOFBR AC 1 A [shivosame
7 ] Barcede Fomat: [DataMaots <] AT VYEVTZ 4W YUNC ONO T b s Barcede Fomat: [DataMaots <] T VYT AW 1N 0460 3 W EMMAC W DN 900 BMCCcABmC Dot =
4TV5 Z7F O01RA ZPCI0IA7ISIEE06 L 4TVS Z7F 00IRA ZPC L 4TVS 27 001RA L
17 ACSTSERE £4 2 ™ Incrnaso data bo 500 Bytes 17 ACSTSERE £4 2 ™ Incrnaso data bo 500 Bytes 17 Areesssssin e 2 ™ Incrnaso data bo 500 Bytes
Barcode sza: [ 103 characters Barcode Sza: |20 characters Barcode sza: |59 characters
adongotas [ T ] Hakdon Data [ Updits bareode | Hadon Dta [ 030755507 [ Update barcode |
Boardng Pass Bowdeg Pass Bowdeg Pass
GRIFFITHS MICHAEL GRIFFITHS MICHAEL GRIFFITHS MICHAEL
EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it
ETETD142152650617 3% A ETETD142152650617 3% A ETETD142152650617 3% A
Flight/vw) romie Curtination Flight/vw) romie Curtination Flight/vw) romie Curtination
AC 0480 13DEC TORONTO-T1 MONTREAL AC 0480 13DEC TORONTO-T1 MONTREAL AC 0480 13DEC TORONTO-T1 MONTREAL
B ding Tum Mears 3" ssbiarquamnt 05:45 aramern 135 sz 2TF B ding Tum Mears 3" ssbiarquamnt 05:45 aramern 135 survins 2 7F Baarding Tim s & abarquemt 05:45 aramern 135 sz 2TF
Ceparmurs fimmers s dagarr o Ceparmurs fimmers s dagarr o Ceparmurs fimmers s dagarr o
T e utage et e T e utage et e T e utage et i
Boarding Pass | Carete d'oceds & bord Boarding Pass | Carete d'oceds & bord Boarding Pass | Carete d'oceds & bord
[ . 3 [ . 3 [ . <
«ccecerticom «ccecerticom «ccecerticom
b securing inngvation —I b securing inngvation b securing inngvation
Parssenger
Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | NIS5I5ET
Flight Information
Tieknt Number: | Q142152050617 Faght Number: ’m Fenem: jtmu Toe | MONTREAL
Seat: [2TF Bowdeg Teen: [ (5 aw [1
Bardcode Dotan St Soncbae Trpe: [Rsazoente w]
SGRIFFITHAMICHAEL KOKBOR AC 1 A |l g I Tplt. A
7YVEIE W TUAE 04603 HASFOCWTKRFIZ S5 bpa MR 31 Barcods Pormiec: [ ots Matrx =]
4TVS Z7F 00IRA ZPC L
17 ACNWESEZTR £ o |Ecrer ket ™ Incroase data to 500 fytes
:‘"’" e F’“"“"”‘”’m'l ais:‘mc: Burcode sza: [507 chasdies
: | NN REROG OV 08 ]
Hickden Duata GFORZVIFWY & i T
Boadeg Pass
GRIFFITHS MICHAEL

Ecomu CLASE J ELASE ECOMMTIE
ETETO14 2152650617

Fraqemnt Flyw Nopagme steidi

trtinat i
MONTRE AL

DeparTre Tim e S dapart
L A

Boarding Pass | Carete d'oceds & bord

352 A

Flightiw] Frimftn

AC 04BOD  13ipeEC TORONTO-TI1

Biarding Tom.Mers 4 ssbarquamnt 05:45 aemern 135
i

«tie certicom
securing innavation

o
LCom

ICaomis

|y -
cece certicom



163 ECC Versus 1024 RSA Using 500

Characters - Data Matrix

Last Name: | GRIFFITHS. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET
Flight Information Flight Information
Ticknt Number: | 0142152050617 Fignt Famber: | 2400 Frome [TORGATONTL  Toe [MONTREAL Ticknt st [ Q142152650517 Fignt Famber: | 2400 From: jrmu To: |MONTREAL Ticknt Number: | 0142152050617 Fignt Famber: | 2400 From: jmawto-u To: |MONTREAL
ey [2F Bowdeg Teen: [ (5 aw [1 ey [2F Bawdog Teow: 5 5 ot 138 ey [2F Bawdog Teow: 5 5 ot 138
Fardamie Data: Sapabure: Sanetre Trpe: | Na Sgrature - Fardamie Data: Sapabure: Sonchure Trpe: [ECDSA 1302 w Fardamie Data: Sapabure: Sonture Trpe: |ECPYS 16308 -
L Bavcode Format: [Cars Mo =] T WENE A e Bavcode Format: [Cars Mo =] 77 I Soaes. 2 [Tiespeoae tarcode Foemat: [Tot Matrs =
ATYR ZTF DOLRA IPCIOLATISIESDE. ATYR ZTF DOLRA IPCIOLATISIESDE. ATYR Z2TF OOLRA IPCIOLATISIESDE
17 ACSTSERE £4 4 7' Incrnao data bo 500 Bytes 17 ACSTSERE £4 4 7' Incrnao data bo 500 Bytes 17 Areesssssin e 4 7' Incrnao data bo 500 Bytes
Barcode sza: [500 chavacters Barcode sza: [556 characters Barcode sza: [556 characters
Hackdon Dt ’7 i ] Hididon Diata: ’7 i T Hickden Db !mmﬁw [ Update barcode |
Boardng Pass Bowdeg Pass Bowdeg Pass
GRIFFITHS MICHAEL GRIFFITHS MICHAEL GRIFFITHS MICHAEL
EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it EComtuty CLASS S CLASSE ECOMOMTIE Froguarnt e fopsgme it
ETETD142152650617 3% A ETETD142152650617 3% A ETETD142152650617 3% A
Flight/vw) romie Curtination Flight/vw) romie Curtination Flight/vw) romie Curtination
AC 0480 1iDEC TORONTO-T1 MONTREAL AC 0480 1iDEC TORONTO-T1 MONTREAL AC 0480 1iDEC TORONTO-T1 MONTREAL
Biarting TimMears 4 asbarqesmnt 05:45 mnren 135 Biarding TimWesrd 4'atbarquanant 05:45 aramern 135 Biarding TimWesrd 4'atbarquanant 05:45 aramern 135
Ceparmurs fimmers s dagarr o Ceparmurs fimmers s dagarr o Ceparmurs fimmers s dagarr o
T e utage et e T e utage et e T e utage et i
Boarding Pass | Carete d'oceds & bord Boarding Pass | Carete d'oceds & bord ‘%} Boarding Pass | Carete d'oceds & bord
[ . & [ . & [ . 3
«ccecerticom «ccecerticom o «ccecerticom
b securing inngvation b securing inngvation b securing inngvation
Parssenger
Lask Name: | GRIFFITHE. Frst Name: | MECHALL Frequenk Fiper: | RITS5SI5NET
Flight Information
Tichnt Nusbew: | Q142152050617 Faght Number: jm Fenem: jm&cmo-u Toe | MONTREAL
Soaty |2 Basrdeg Teon: 55 (5 Gate: [135
Bardcade Dot Sppodure: Soncbae Trpe: [Rsatozaee w]
mm;nmc;:n m%a;.: A [Encornds R N i ] ey -
ATV ITF OO1RA IPC 7 data o 00 B
17 ACONITSEISZTR  EM o [t
EEAUAY oLV S LA Baresde san: [672 characters
Hadon O [ | Update parcode |
Boadeg Pass
GRIFFITHS MICHAEL

Ehmie (LRSS S CLASSE EComieTIE
ETETD14215 26506157
Fhight/vel
AC 04ED

Frome

1inEC TORONTO-T1

Fraqemnt Flyw Nopagme steidi
REEF I

trtinat i
MONTRE AL

Biarding TimMears 4'asbarquanrt

05:45

DeparTre Tim e S dapart mn

L A

Boarding Pass | Carete d'oceds & bord
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233 ECC Versus 2048 RSA Using 500

Characters - Data Matrix

Lask Name: | GRIFFITHS

Fight Information,
Tiehnt Number: | Q142152650617

Frequenk Fiyer: | (RI7SSI527

Lask Name: | GRIFFITHS

Frome [TORGATONTL  Toe [MONTREAL

ATVR 2TFOOLRA IPCAOIATISIEE0E
17 ACORNESISER £

WddenData: [

Bowrderg Fass

Ticknt st [ Q142152650517

First Name: | MECHAEL

Fignt Famber: | 2400

Frequenk Fiyer: | (RI7SSI527

From: [TORGNTOTE Toe [MONTREAL

Soat: [2F Bowdeg Ten: [ 5 aw [19
Bardeode Dot Spature: Sonoture Type: [Nosgranee w
SUFTHMIOREL KGR AC 1 - v Format: [ s Matsi =l

F# Incrousn daka to 500 fytes
Darcode T {Hl}doauum

Lask Name: | GRIFFITHS

Fight Information,
Tiehnt Number: | Q142152650617

First Name: | MECHAEL

Fignt Famber: | 2400

Frequenk Fiyer: | (RI7SSI527

From: [TORGNTOTE Toe [MONTREAL

Leaty [ Basrdeg Tewn: [ (15 Gate: [198
Burdcode Data: Sagraluse: Sonchre Trpes |ECDSAZ33RE ¥
L ACL A | K ket VOUGTVFMPGY
7 W YULAC 0480 3 NER WAL ot N ey G BTl Uarcode Formar: | Da Matetx =
4TV ZTF O01BA 200 e By B

Bowrderg Fass

F# Incrousn daka to 500 fytes
Darcode T {Hl}doauum

Leaty [ Basrdeg Teon: 55 (5 Gate: [195
Baardeander Dt Sapabure: Soneture Type: |ECVE I -
KRB AC 1 A | e gty S Y
T YYEVYE $W YULAC 0460 3 EstMzMaMADH o Thaa 0br wrFivvk 40 Harcode Format: | Dats Matrix =
4715 T8 0014 Z0C101 431520500 LIS T & P

17 ACeesessisenp
v

Haden Dt [0S
Bowrderg Fass

Darcode T {B‘-’h characters

GRIFFITHS MICHAEL
Ehmie (LRSS S CLASSE EComieTIE
ETETD14215 26506157

Fraqemnt Flyw Nopagme steidi
REEF I

trtinat i

MONTREAL

GRIFFITHS MICHAEL
Ehmie (LRSS S CLASSE EComieTIE
ETETD14215 26506157
Fhightsv)

AC 04ED

Trome

1inEC TORONTO-T1

Fraqemnt Flyw Nopagme steidi
REEF I

trtinat i

MONTREAL

Frighwl Frimt
AC 0480 13iDEC TORONTO-T1
Bt T Nars & sstibr quasint 05:45
baparrs tim s a0 daparr e

o sz

L

Boarding Pass | Carete d'oceds & bord

mrevers 135

iy e T 05:45
DeparTre Tim meure G depart Lot
P

L

Boarding Pass | Carete d'oceds & bord

GRIFFITHS MICHAEL
Ehmie (LRSS S CLASSE EComieTIE
ETETD14215 26506157
Fhightsv)

AC 04ED

Trome

1inEC TORONTO-T1

Fraqemnt Flyw Nopagme steidi
REEF I

trtinat i

MONTREAL

iy e T 05:45
DeparTre Tim meure G depart Lot
P

L

Boarding Pass | Carete d'oceds & bord

mrevers 135

«tie certicom
securing innavation

«tie certicom
securing innavation

«tie certicom
securing innavation

Data Matrix limit of 780

RSA 2048 with 500
characters exceeds the limit
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ECC Usage In the Airline Industry

ACARS Evolution

Protected ACARS

e Secure ACARS (S-ACARS)
— The interim Proposal
- Proof-of-Concept
- Used Certicom Security Builder Modules

Secure ACARS

¢ Provides a secure channel of communication
between aircrafts and ground stations
- authentication, integrity, and encryption

e ECC preferred to RSA due to limited resources
- power, CPU, storage

¢ Certicom designed a custom version of System
Security Object (SSO) component with
Security Builder (SB) Crypto-C and SB PKI-C
- sectl163rl and sect233rl elliptic curves
- ECDSA-with-SHA1/SHA-256:
= ECDH

¢« ARINC, Honeywell, Rockwell, and the Air

Force Research Lab (AFRL) are developing a
PKI solution to implement Protected ACARS
- Elliptical Curve Cryptography
- ARINC Project Paper 823

« Datalink Security Part 1 — ACARS Message

Security (AMS)
» Datalink Security Part 2 - Key Management
-sect233rl Elliptic curve based PKI

- 128-bit based random shared secret key
Key Management Infrastructure (KMI)

Certicom ECC Conference 2007

ACARS Concept

o
LCom

ICaomis

Certicom ECereme 2?

1 [ << <« certicom



	Topics
	ECC and RSA Recommend Key Sizes
	Why ECC?
	Adding Signatures to 2D Bar Codes
	163 ECC Versus 1024 RSA Using 183 Characters – PDF417
	233 ECC Versus 2048 RSA Using 183 Characters – PDF417
	163 ECC Versus 1024 RSA Using 500 Characters – PDF147
	233 ECC Versus 2048 RSA Using 500 Characters - PDF417
	163 ECC Versus 1024 RSA Using 183 Characters – Data Matrix
	233 ECC Versus 2048 RSA Using 183 Characters – Data Matrix
	163 ECC Versus 1024 RSA Using 500 Characters - Data Matrix
	233 ECC Versus 2048 RSA Using 500 Characters - Data Matrix
	ECC Usage in the Airline Industry

